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CONTEXT  

On 2 July 2026, the European Commission and PPMI (part of the Verian Group) organised an online expert 

roundtable entitled "Opportunities for Europe in the Web 4.0 and Agentic AI Era" within the initiative WEB4HUB 

– A Space for the Metaverse: Virtual Worlds and the Transition to Web 4.0. 

The workshop brought together 29 participants from 12 countries, including representatives of the European 

Commission, academia, research organisations, industry, standards bodies, civil society and international 

organisations. Held under the Chatham House Rule, the event provided a forum for participants to exchange 

views on the opportunities, risks and policy implications arising from the transition towards Web 4.0 and agentic 

AI. 

Roundtable 1. Agentic AI and distributed open web 
architecture 

Study team introduction 

The study team introduced the preliminary findings from the Web4Hub research on agentic AI, highlighting 

emerging challenges related to digital identity, decentralised architectures, infrastructure, standards and 

Europe's ability to shape the future internet. Participants were invited to reflect on these findings and discuss 

where Europe has the greatest opportunities to shape and contribute to future developments.  

Discussion 

The discussion opened with reflections on the accelerated development and deployment of AI agents that act 

on behalf of individuals and organisations. One participant described national efforts to explore whether existing 

legal and technical frameworks are sufficient for autonomous agents or whether new mechanisms will be 

needed. Particular attention was given to delegated authority, the possibility of providing AI agents with digital 

identities linked to individuals, and the need to determine what information public authorities should maintain to 

support such interactions. The participant noted that current work remains exploratory and aims to identify 

practical legal and technical measures that could be implemented in the near term.  

Building on this, participants discussed how the emergence of AI agents changes the way the internet operates. 

One participant observed that the current web was designed primarily for human users interacting through 

browsers, whereas AI agents increasingly communicate directly with services and other agents. This evolution 

requires new mechanisms for discovering services, understanding their capabilities, communicating securely, 

authorising actions and auditing decisions. While many technical foundations already exist within today's 

internet architecture, participants argued that they will need to evolve to support autonomous machine-to-

machine interactions while ensuring accountability and trust.  

The discussion then turned to agent discovery. Experts argued that discovery mechanisms will become a 

foundational component of the future internet, as AI agents will need reliable ways of locating and interacting 

with one another. Different architectural approaches were outlined, ranging from proprietary platform-based 

ecosystems to open, distributed discovery mechanisms based on existing tools. Participants argued in favour of 

building upon established internet protocols to preserve interoperability, avoid vendor lock-in and maintain the 

decentralised nature of the internet.  

One participant noted that the availability of open alternatives alone would not guarantee their uptake, as public 

authorities, businesses and consumers face different incentives when choosing technologies. 

Several participants subsequently reflected on the importance of open standards, interoperability and technical 

coordination, stressing that architectural choices made today are likely to shape the future development of the 

internet for years to come. There was broad agreement that Europe should actively participate in these 

discussions while building on its existing strengths in digital identity, cybersecurity and internet governance. One 

participant emphasised that while existing international standards bodies do remain open to participation, they 

encouraged greater European engagement within these forums rather than creating alternative structures.  
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Roundtable 2. Trust and security 

Study team introduction 

The study team introduced the session by presenting the nine identified trends that impact how trust, 
identity and security are being shaped by the emergence and evolution of autonomous agents. 
Participants were invited to reflect on these trends and to indicate, through a live Mentimeter poll, 
which they considered most significant. The voting results served as a starting point for the 
subsequent discussion on the governance, policy and technical measures needed to support 
trustworthy and accountable agentic AI ecosystems. 

Figure 1. Nine trends presented by the study team  

 

The results of the voting can be found below. 
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Figure 2. Voting results extracted from Mentimeter  

 

Discussion 

The discussion continued after the voting. Participants emphasised that trust in agentic AI cannot rely 
solely on verifying information or identities but must also ensure that autonomous agents can act 
safely and accountably on behalf of individuals and organisations. It was argued that clear 
mechanisms are needed to establish delegated authority, define responsibilities and provide verifiable 
records of agents' actions. 

Building on this, participants discussed the importance of designing governance mechanisms 
alongside technological development rather than as an afterthought. One participant stressed that 
legal considerations should be incorporated early in the development of AI systems. 

The discussion then explored the relationship between trust and infrastructure. Participants argued 
that governance for agentic AI will increasingly need to operate at machine speed, making it unrealistic 
to rely solely on human oversight. Instead, governance mechanisms themselves may need to become 
increasingly automated while remaining transparent, auditable and aligned with human oversight.  

Participants highlighted the importance of secure technical foundations. Particular attention was 
given to confidential computing and hardware-based security mechanisms, which were presented as 
potential means of ensuring that AI agents remain securely linked to trusted cryptographic credentials 
throughout their lifecycle. Participants argued that such approaches could strengthen the integrity, 
traceability and resilience of future AI ecosystems.  

Throughout the discussions, participants repeatedly emphasised that technical safeguards alone will 
not be sufficient. Trust was described as depending on an appropriate combination of technical 
standards, rules, governance arrangements, legal certainty and accountability mechanisms, while 
ensuring that human oversight remains central even as interactions become increasingly automated. 

Roundtable 3. Internet infrastructure, governance and 
policy 

Study team introduction 

The study team opened the final session by inviting participants to consider Europe's role in shaping 
future internet governance, infrastructure and policy, with particular attention to practical actions that 
could be taken in the near term to support an open, secure and competitive Web 4.0 ecosystem.  
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Discussion 

The discussion opened with reflections on the role of foundational internet infrastructure and 
architecture in supporting future developments. One participant emphasised that existing core internet 
foundations, including the Domain Name System (DNS), have successfully supported previous 
generations of internet development and remain capable of supporting Web 4.0. Rather than replacing 
these foundations, future developments should build upon the principles that have enabled the internet 
to remain open, scalable and resilient. The participant further argued that the DNS and other 
foundational internet protocols should continue to evolve through open, multistakeholder standards 
processes, ensuring that the future internet remains interoperable, resilient and globally accessible. 

Building on this, participants stressed that no single technology, standard or legislative measure would 
be sufficient to shape the future internet. Instead, they argued that policymakers, infrastructure 
operators, standards organisations, industry and other stakeholders all have complementary 
responsibilities in maintaining an open, secure and innovative internet ecosystem.  

Participants highlighted the importance of preserving the core principles that have historically 
underpinned the internet, including openness, interoperability and the use of voluntary, consensus-
based standards. They argued that open standards developed through transparent, multistakeholder 
processes have been fundamental to the internet's success and cautioned against relying on 
legislation to mandate specific technical standards. However, other participants disagreed, arguing 
that voluntary standards alone would not be sufficient. 

The discussion also considered decentralisation. Participants broadly agreed that distributed 
architectures strengthen resilience and reduce single points of failure, while noting that not all forms 
of centralisation pose the same level of risk. Some participants argued that certain centralised 
components continue to serve legitimate functions within the internet ecosystem and should therefore 
be assessed according to their specific role rather than rejected as a matter of principle.  

Participants further emphasised that future policy should continue to support competition, innovation 
and human rights while preserving the global and interoperable nature of the internet. As AI systems 
become increasingly autonomous, several participants stressed that technological developments 
should continue to serve human needs and remain grounded in human oversight and societal values, 
though one participant took the opposing view that governance mechanisms themselves would need 
to become automated and self-governing given the speed at which AI systems operate.  

Finally, participants underlined that Europe should continue to engage actively in international 
standards development and internet governance processes, building on its existing strengths while 
contributing to the development of open, interoperable and trustworthy digital infrastructures for the 
future. 
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Useful links shared by participants 

• Read more about Wiki OPENVERSE — https://wiki.open-

verse.eu/index.php/Roadmap_for_Open_and_Co-created_Virtual_Worlds   

• Take part in OPENVERSE. Co-creating Version 2.0 of the Roadmap for Open and Co-created 

Virtual Worlds Survey (EUSurvey, open until August) — 

https://ec.europa.eu/eusurvey/runner/d6771b4b-101d-617a-11cd-b2a4d24ec718  

• Read about The Roadmap for Open and Co-created Virtual Worlds: https://open-

verse.eu/wp-content/uploads/2026/06/D2.4_1-_OV-Roadmap_v1.0_311025_final_IF.pdf  

• DNS-AID Website: https://dns-aid.org/one-pager/  

• IETF proposal: draft-mozleywilliams-dnsop-dnsaid-02 - DNS for AI Discovery 

• Linux Foundation project press release: Linux Foundation Announces DNS-AID Project to 

Advance Decentralized AI Agent Discovery 

• IETF mailing lists and chance to participate in the Vienna IETF 126. 

https://mailman3.ietf.org/mailman3/lists/dawn.ietf.org/ 

https://mailman3.ietf.org/mailman3/lists/agent2agent.ietf.org 

• Report from the French regulator ARCEP, on the risks of AI as a new gatekeeper and a risk 

to the open Internet: https://www.arcep.fr/uploads/tx_gspublication/report-generative-AI-

challenges-open-internet-january2026.pdf  

• The Australian example with Age verification: https://bmjgroup.com/little-evidence-that-

australias-under-16-social-media-restrictions-have-curbed-use-among-adolescents/  

 

Useful links shared by the study team 

• Background Document: Input for the Global Multistakeholder High Level Conference on 
Governance for Web 4.0 and virtual worlds: 
https://ec.europa.eu/newsroom/dae/redirection/document/113701 

• Global Multistakeholder High Level Conference on the governance of Web 4.0 and Virtual 
Worlds: outcome document: 
https://ec.europa.eu/newsroom/dae/redirection/document/115013 

• Digital identity and identifiers in the era of Web 4.0 and virtual worlds: 
https://op.europa.eu/en/publication-detail/-/publication/f23ee36a-2e38-11f1-906d-
01aa75ed71a1/language-en  

• WEB4HUB mailing list 

https://wiki.open-verse.eu/index.php/Roadmap_for_Open_and_Co-created_Virtual_Worlds
https://wiki.open-verse.eu/index.php/Roadmap_for_Open_and_Co-created_Virtual_Worlds
https://ec.europa.eu/eusurvey/runner/d6771b4b-101d-617a-11cd-b2a4d24ec718
https://open-verse.eu/wp-content/uploads/2026/06/D2.4_1-_OV-Roadmap_v1.0_311025_final_IF.pdf
https://open-verse.eu/wp-content/uploads/2026/06/D2.4_1-_OV-Roadmap_v1.0_311025_final_IF.pdf
https://dns-aid.org/one-pager/
https://datatracker.ietf.org/doc/draft-mozleywilliams-dnsop-dnsaid/
https://www.linuxfoundation.org/press/linux-foundation-announces-dns-aid-project-to-advance-decentralized-ai-agent-discovery
https://www.linuxfoundation.org/press/linux-foundation-announces-dns-aid-project-to-advance-decentralized-ai-agent-discovery
https://mailman3.ietf.org/mailman3/lists/dawn.ietf.org/
https://mailman3.ietf.org/mailman3/lists/agent2agent.ietf.org
https://www.arcep.fr/uploads/tx_gspublication/report-generative-AI-challenges-open-internet-january2026.pdf
https://www.arcep.fr/uploads/tx_gspublication/report-generative-AI-challenges-open-internet-january2026.pdf
https://bmjgroup.com/little-evidence-that-australias-under-16-social-media-restrictions-have-curbed-use-among-adolescents/
https://bmjgroup.com/little-evidence-that-australias-under-16-social-media-restrictions-have-curbed-use-among-adolescents/
https://ec.europa.eu/newsroom/dae/redirection/document/113701
https://ec.europa.eu/newsroom/dae/redirection/document/115013
https://op.europa.eu/en/publication-detail/-/publication/f23ee36a-2e38-11f1-906d-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/f23ee36a-2e38-11f1-906d-01aa75ed71a1/language-en
https://ec.europa.eu/eusurvey/runner/stay_in_touch
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